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A CENTRAL POINT OF FAILURE

1. Frozen assets
2. Seized assets
3. Transaction fees
4. Hidden fees
5. Robbery
6. Hacking

7. Financial loss
8. Fraud
9. ldentity theft

10. Breach of privacy
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NO OPEN ENVIRONMENT

e Flow is abstracted away as it settles in the background from the giant entanglement of banks and
payment networks - tons of middlemen

e Akin to putting money in a black box
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MONEY DEFINITIONS

Properties of Money

e Storage of value
e Aunit of account -you use it to compare the value of other items

e A medium of exchange - it’s relatively easy to move around
Characteristics of Money

e Durability, portability, divisibility, uniformity, limited supply, and acceptability
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MONEY DEFINITIONS

Types of Money

e Representative - a certificate or token that can be exchanged for the underlying commodity
e Fiat- money that does not have intrinsic value and does not represent an asset in a vault

somewhere

See this post for a more in-depth explanation.
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https://www.stlouisfed.org/education/economic-lowdown-podcast-series/episode-9-functions-of-money

FIAT CURRENCIES

e Fiat; currencies which is valued based on faith (usually in the economy relative to other currencies)

and has no commodity backing

o Bitcoin functioning more like digital cash, not credit

o Bitcoin is very much like fiat currency, but instead of using banks as intermediaries, you use a

network of computers

e What else is fiat?
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FIAT CURRENCIES
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o Fiat currency is also legal tender; backed by central government, credit, bonds, pay taxes with it

o Cryptocurrencies no backed by government; no single entity can enact monetary policy
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https://cryptocurrencyfacts.com/the-difference-between-fiat-currency-and-cryptocurrency/
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CRYPTOCURRENCIES AS A USE CASE

What does Bitcoin provide?

e Decentralized, open source, p2p cash protocol
e Solves the Byzantine Generals’ Problem; a problem in distributed computing where several actors
must work to agree on the state of a system

o Over an unreliable network

Application

BEEEEEEEEEEN;
Blockchain (Bitcoin)

o Without a central trusted authority
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CRYPTOCURRENCIES AS A USE CASE

e |t also avoids a lot of the pitfalls associated with banks:
o Hacking; hash power requirement thwarts adversarial attempts at subverting the network
o Fraud; privacy of network along with public addresses maintains accountability

o Frozen assets; only those in control of private keys are able to transact with their own “assets”

See this article for an in-depth explanation. = o
Application

BEEEEEEEEEEN;
Blockchain (Bitcoin)
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https://medium.com/@coriacetic/the-four-layers-of-the-blockchain-dc1376efa10f
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CRYPTOGRAPHIC PRIMITIVES

e A hash function produces a deterministic fixed-size, random looking output which is called a hash

o Used in encryption

| ee
o Used to detect tampering of data
||~||~

Properties Of haSh fu nCtionS Plain Text Hash Function Hashed Text

e Collision Resistance; a hash function is said to be collision resistant if it is infeasible to find two
different input values where the output of those values is the same
e Preimage Resistance; given the output, can’t find input of the hash function

o Second pre-image resistance?
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https://crypto.stackexchange.com/questions/20997/second-pre-image-resistance-vs-collision-resistance

IDENTITY

0450863AD64A8/AEBA2FES3CTAFT1A8403C
BS3F53E486D8511DAD8AB4887E5B23522C  16UwLL9Risc3QfPgBUvKof
D470243453A299FA9E/77237716103ABC1T1 HmBQ/wMtjvM
ATDF38855ED6F2EET18/E9CS582BA6

18E14A7/B6A30/F426A94F3
114701E/C8E/774E7F9A4/E
2C2035DB29A206321725

ECDSA Many more steps

) )

256 bits 520 bits 160 bits
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https://en.bitcoin.it/wiki/Secp256k1
https://en.bitcoin.it/wiki/Technical_background_of_version_1_Bitcoin_addresses

Elliptic-Curve Public Key to BTC Address conversion

ublic key: | () ()

32 bytes (BE)

1| 32 bytes (BE)

0x04
rlpemd160(5h3256(1 32 bytes (BE) | 32 bytes (BE) ))
— I
T~
——— e e
1 20 bytes

Network ID Byte:

Main Network: 0x00

Test Network: 0Ox6f : -
sha256(sha256( 1| 2ores |))

Namecoin Net: 0x34

Many more steps

32 bytes

Checksum

25-byte binary address
1 20 bytes 4

L Base256-to-Base58 conversion*

(treat both guantities like big-endian)

( 1AGRxqDa5WjUKBWHB9XYEjmkvlucoUUyls j



https://en.bitcoin.it/wiki/Technical_background_of_version_1_Bitcoin_addresses

CRYPTOGRAPHIC PRIMITIVES (\/
\/\ |

e Bitcoin allows you to create as many addresses as you want, and use a new one for every

e Digital analog to a handwritten signature on paper

transaction

Properties of Digital Signatures

e Only you can make your signature, and others can only verify that it’s valid
o IfIsign a message with my secret key and someone tries to validate that with my public key, the
signature must validate correctly

e Unforgeability; computationally infeasible to try to forge a signature
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IDENTITY

“What if someone guesses my private key?!”

e Bitcoinis hiddenin the large amount of public keys

o 2%9(1,461,501,637,330,902,918,203,684,832,716,283,019,655,932,542,97) possible

addresses

e Eveninthe best-case scenario where every person in the world owns a private key, the chance of

guessing correctly is
0.0000000000000000000000000000000000000000000000000000000000000000065634881018717

779152936274157283036740481602769715738%
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https://www.quora.com/Is-it-possible-for-someone-to-guess-a-private-key-to-a-Bitcoin-wallet-and-steal-the-coins

IDENTITY

“What if someone guesses my private key?!”

e Practically impossible for anyone to overlap
o Forreference:
m Grains of sand on earth: 2°°
m  With 2% Earths, each with 2° grains of sand: 2'°° total grains of sand
m 2"*isonly 0.0000000058% of 21°°
o Population of world: 7.5 billion in April 2017

m Every person could have about 2'*" addresses all to themselves
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BITCOIN: CONSENSUS
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RECORD-KEEPING

Sender  Recipient Amount

(BTC)
Max Nadir 0.5
Aparna  Gloria 4.2

~

Nadir P

We want to represent

‘ identities and transactions,
( how do we keep track of this
k ledger?
' = With a distributed
database

Aparna
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RECORD-KEEPING

Sender Recipient Amount

(BTC) Sender  Recipient Amount
' I (BTC)
Max Nadir 0.5 Nadir
Aparna  Gloria 4.2 Max Nadir 0.5

Aparna Gloria 4.2

=

Everyone stores the ledger

Sender Recipient Amount

(BTC)
Max Nadir 0.5
Aparna Gloria 4.2 Sender Recipient Amount
Sender Recipient Amount (BTC)
(BTC) _
Max Nadir 0.5
Aparna Max Nadir 0.5

Aparna Gloria 4.2
Aparna Gloria 4.2
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CONSENSUS

Everyone accepts valid
transactions as they come
around without

“discussion”

How do we ensure no one’s
cheating if we make

Aparna decisions alone?
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CONSENSUS

Nadir
Gloria Gloria promises 10 BTC to

Aparna in one transaction,
and she promises 10 BTC to
Nadir in another - but she

only has 10 BTC totall!

e Gloriais performing a

Aparna double spend attack
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CONSENSUS

MALICIOUS

ACTIVITY

Gloria promises 10 BTC to
Aparna in one transaction,
and she promises 10 BTC to
Nadir in another - but she

only has 10 BTC totall!

e Gloriais performing a

double spend attack
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CONSENSUS

Nadir

Gloria Instead of siloed decisions:
e The proposer submits a
transaction to everyone
else
® Peers cast votes
e Only valid after a
certain number of votes

Aparna

BLOCKCHAIN



CONSENSUS

Nadir
Gloria Now, when Gloria attempts
to double spend, she will be
rejected by observing peers
Aparna
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CONSENSUS

Peers vote “no” on Gloria’s
proposal, as they notice
multiple transactions trying
to spend the same funds

~no mali¢cious

activity~
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BITCOIN: MINING
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WHAT A MINER DOES

A Bitcoin miner must:
1.  Download the entire Bitcoin blockchain to store the entire transaction history
2. Verify incoming transactions by checking signatures and confirming the existence of valid
bitcoins
3. Create ablock using collected valid transactions
4. Find avalid nonce to create a valid block header (the proof of work)

5. Hope that your block is accepted by other nodes and not defeated by a competitor block

BLOCKCHAIN



BLOCK DIFFICULTY

Mining is like throwing darts at a target while blindfolded
e Equal likelihood of hitting any ring
e Faster throwers = more hits / second
e Target: within green ring
e Difficulty inversely proportional to green ring size
o Greenring adjusts depending on average time to produce
valid result
e If people get better at throwing darts, green circle needs to get

H(nonce || prev_hash || merkle_root) < target)

smaller
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WHAT A MINER DOES

Hash puzzles need to be: H(nonce || prev_hash || merkle_root) < target)

e Computationally difficult
o Iffinding the proof-of-work requires little work, what’s the point?
o That’s why we blindfold the dart-throwers
e Parameterizable (variable) cost
o Allows for adjustments with global hashrate increases
e Easily verifiable
o Should not be a need for a central authority to verify nonce validity; instead, other miners

can rehash the nonce to veritfy validity
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PUTTING IT ALL TOGETHER

When miners try to compute a block, they pick all transactions they Block
Block Header (Block Hash)
want to have added in the block, plus one coinbase transaction Prev Hash | | Nonce
(contains the block reward) to their address Root Hash
e Miners may include any transaction they want to form a merkle | J,/ \ __________

. . ' Hash01 . Hash23 |
tree of transactions, from which we then take the merkle root of /(ES; """ ; el
and reference that into the block’s header | ol \ [\

Hash0 |Hash1] [Hash2| |Hash3
e Forablocktobeaccepted by the network, it needs to contain f f f ?
only valid transactions: that means inputs that aren’t spent, . = e L%

inputs that have a valid amount, valid signatures, etc. - bockPashiieelzodibn

BLOCKCHAIN


https://en.bitcoin.it/wiki/Block_hashing_algorithm

PUTTING IT ALL TOGETHER

e Oncethe merklerootis validated, the block header is constructed

o Block header: An 80-byte header belonging to a single block which is hashed repeatedly to

create proof of work.
m It contains Version, Hash of the previous block header, Merkle root, Timestamp, Bits (a
representation of the network difficulty), Nonce (incremented when mining)
e Mining puzzle:
H(nonce || prev_hash || merkle_root) < target
o Solve by incrementing nonce, until a hash less than the target (the difficulty threshold

adjusted every 2016 blocks, referred to as nBits in code) is hit

BLOCKCHAIN



BITCOIN: PROPAGATION, SEMANTIC
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BITCOIN: TRANSACTIONS
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TRANSACTIONS

Each input spends a previous output

The Main Parts Of
Transaction 0

Version Outputs Locktime

What makes a transaction valid?

e Proof of ownership (a signature) The Main Parts Of |y, 00 Phitputs | Eockife

Transaction 1

e Available funds

Each output waits as an Unspent TX Output (UTX0O) until a later input spends it

e No othertransactions using the same funds

Instead of accounts like one might expect, Bitcoin uses an Unspent Transaction Output (UTXO) model

to ensure that funds are used only once.

BLOCKCHAIN



TRANSACTIONS

e UTXO;an unspent transaction output

e Inan accepted transaction in a valid blockchain payment system (such as Bitcoin), only unspent

outputs can be used as inputs to a transaction

e When atransaction takes place, inputs are deleted and outputs are created as new UTXOs that

may then be consumed in future transactions

At a fundamental level, transactions:

o Map input addresses to output addresses
o Typical tx: one input, two outputs

o Contains signature of owner of funds

BLOCKCHAIN



Transaction O IX1
100,000 (TX 0)
{lﬂfi:;l input
- outputD R Nk » 1nputd
output() 20k Unspent TX
X2 oatputd Moo QUPUUTXO)
outputl S0k i -
| inputd
TX 4
outputD o » 1nputd
TX 6
output 1 outputl) 10k
=J 20k LH_""""| input(}
\ TX § |
\T . inputl
input
10k Ly
f’f _ ) 10k
7 UTXO
output( e I I -.

Triple-Entry Bookkeeping (Transaction-To-Transaction Payments) As Used By Bitcoin
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TRANSACTIONS

Output O
“To Akash”

Output O
“To Nick”
(remaining
balance)

For more info, read

Mastering Bitcoin

BLOCKCHAIN


https://github.com/bitcoinbook/bitcoinbook

TRANSACTIONS

For more info, read

Mastering Bitcoin
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https://github.com/bitcoinbook/bitcoinbook

TRANSACTIONS

Input O

For more info, read

Mastering Bitcoin
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https://github.com/bitcoinbook/bitcoinbook

TRANSACTIONS

In Bitcoin, a UTXO is the amount that is transferred to a Bitcoin address (along with information
required to unlock the output amount) during a transaction.
Received amounts (UTXOs) are used individually during a transaction and new outputs are
created:
o Oneforthereceiver and, if applicable, one for the amount that is left over (change output)
o Theamount sent to the recipient becomes a new UTXO in the recipient’s address
m Thechange output becomes a new UTXO in the sender’s address that may be used in

a future transaction (divisibility of Bitcoin: smallest unit is a satoshi, 108" BTC)

BLOCKCHAIN



TRANSACTIONS

Data size (226 bytes) —_—

j

{

Hash of this.tx

"hash”:"90b18aa54288ec610d83FF1abe90f10d8ca87fb6411a72b2e56a169Fdc9b0219”, tx Format version - currently at version 1
"wver':1
"uiﬁ_szl":“l, in-counter - number of input amounts
wvout_sz":2, = —
"lock_time":0, : out-counter - number of output amounts
"size":226, Hash of previous tx s
LI tx lock time - should be 0 or in the past
{.-preu out"™{ / for the tx to be valid and

"hash™:"18798f8795ded46c3086F48d5bdabe10e1755524b43912320b81ef547b2F9393", Included in 3 block

"n":0 ion i

\ size - of the transaction in bytes

]

scriptSig":"3045022100c1efcad5cdcc0dcF7c2a79d9e1566523af9c7229cT8ef71ee8bh300ab...[snip]

}
Lo \
el Input script

Output amount \

|
{
“value":"5.93100000",
"scriptPubKey™:"OP_DUP OP_HASH160 4b358739fc7984b8101278988bebalcc00867ade OP_EQUALVERIFY OP_CHECKSIG"
{
"value":"1678.06900000",

"scriptPubkey™:"OP_DUP OP_HASH160 55368b388ccfe22a3f837c%eee93d053460db339 OP_EQUALVERIFY OP_CHECKSIG"
j

Output Script

Signature (proof of ownership)

BLUCKCHAIN



TRANSACTIONS

Hash of this.tx

{

"hash":"90b18aa54288ec610d83FF1abe90f10d8ca87fb6411a72b2e56a169Fdc9b0219", e format version - currently at version 1
"ver:1,
"vin_sz":1, in-counter - number of input amounts
. wvout_sz":2, = : —
Data size (226 bytes) mmmmle- "lock time"o, —_— out-counter - number of output amounts
size”:226, Hash of previous tx r
in":| tx lock time - should be 0 or in the past
{" i / for the tx to be valid and
Prev_ouc . ; .
"hash":"18798f8795ded46c3086f48d5bdabe10e1755524b43912320b81ef547b2F9393", included in a block
"n":0 -
} size - of the transaction in bytes

i
1.

I-uut":[ .
Output amount [ Input script
\ "value":"5.93100000",

"scriptPubkKey™:"OP_DUP OP_HASH160 4b358739fc7984b8101278988beba0cc0086Tadc OP_EQUALVERIFY OP_CHECKSIG"
5
{

scriptSig":"3045022100c1efcad5cdcc0dcF7c2a79d9e1566523af9c7229cT8ef71ee8bh300ab...[snip]

"value":"1678.06900000", Signature (proof of ownership)
"scriptPubKey":"OP _DUP OP HASH160 55368b388ccfe22a3f837c9eee93d053460db339 OP EQUALVERIFY OP CHECKSIG"

Output Script

BLUCKCHAIN



BITCOIN SCRIPT

. _NE“; <sig> new
inpu tput
(scriptSig) (pUbKey> uu e

Language built specifically for Bitcoin called Script OP_DUP
OP_HASH16@ e
? tx output
° StaCk based <pubkeyHash?> (scriptPubKey)

OP_EQUALVERIFY
e Native support for cryptography OP_CHECKSIG

e Simple - notturing complete (no loops)

<pubKeyHash?>

<pubKey> <pubKeyHash> <pubKeyHash>

<pubKey> <pubKey> <pubKey> <pubKey> <pubKey>

<sig> <pubKey> OP _DUP OP HASH160  <pubKeyHash?> OP_EQUALVERIFY OP_CHECKSIG

<sig> <sig> <sig>

BLOCKCHAIN



BITCOIN SCRIPT

. _NE*‘-; <sig> new
inpu tout
(scriptSig) <PUbKEY> uu it

e Outputsays: "Thisamount can be redeemed by OP_DUP
OP_HASH160 e

e 1)the <pubKey> that hashesto address <pubKeyHash?> <pubKeyHash?> ?é;?;f;ﬁmy)
OP_EQUALVERIFY

e 2)plusa<sig>fromthe owner of that <pubKey> OP_CHECKSIG

e .. .that will make this script evaluate to true."

Read the Princeton’s Bitcoin and Cryptocurrency Technologies for more information.

<pubKeyHash?>

<pubKey> <pubKeyHash> <pubKeyHash>

<sig> <sig> <sig>

<pubKey> <pubKey> <pubKey> <pubKey> <pubKey>

<sig> <pubKey> OP _DUP OP HASH160  <pubKeyHash?> OP_EQUALVERIFY OP_CHECKSIG

BLOCKCHAIN


http://bitcoinbook.cs.princeton.edu/

BITCOIN SCRIPT

<sig>
<pubKey>

OP_DUP
OP_HASH160
<pubKeyHash?>
OP_EQUALVERIFY
OP_CHECKSIG

new
output(s)

<sig>

<sig>
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BITCOIN SCRIPT

<sig>
<pubKey>

OP_DUP
OP_HASH160
<pubKeyHash?>
OP_EQUALVERIFY
OP_CHECKSIG

new
output(s)

<pubKey>

<sig>

<pubKey>
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BITCOIN SCRIPT

<sig>
<pubKey>

OP_DUP
OP_HASH160
<pubKeyHash?>
OP_EQUALVERIFY
OP_CHECKSIG

new
output(s)

<pubKey>

<pubKey>

<sig>

OP_DUP
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BITCOIN SCRIPT

<sig>
<pubKey>

OP_DUP
OP_HASH160
<pubKeyHash?>
OP_EQUALVERIFY
OP_CHECKSIG

new
output(s)

<pubKeyHash>

<pubKey>

<sig>

<OP_HASH160>
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BITCOIN SCRIPT

<sig>
<pubKey>

OP_DUP
OP_HASH160
<pubKeyHash?>
OP_EQUALVERIFY
OP_CHECKSIG

new
output(s)

<pubKeyHash?>

<pubKeyHash>

<pubKey>

<sig>

<pubKeyHash?>

BLOCKCHAIN



BITCOIN SCRIPT

<sig>
<pubKey>

OP_DUP
OP_HASH160
<pubKeyHash?>
OP_EQUALVERIFY
OP_CHECKSIG

new
output(s)

<pubKey>

<sig>

OP_EQUALVERIFY
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BITCOIN SCRIPT

<sig>
<pubKey>

OP_DUP
OP_HASH160
<pubKeyHash?>
OP_EQUALVERIFY
OP_CHECKSIG

new
output(s)

true

OP_CHECKSIG
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SEE YOU
NEXT TIME

Ethereum Mechanics

Smart Contracts

Account Model
Applications

Gas

Ethereum Virtual Machine

Solidity
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